
Let’s talk about 

(and situationships too)
and ex-lovers
Stalking



Stalking?
What is 

Sometimes, the digital world may not be as friendly as we had 
hoped. In it, we may be surrounded by violence, 
discrimination, exploitation, abuse, harassment, and stalking 
— similar to our offline world.

If you’re feeling uncomfortable or as though your activities are 
being monitored and watched, we need to talk about stalking.

Do you feel like someone is 
following you online, even 
though you may have blocked 
their profiles?

There are so many options online 
— applications, social networks, 
chatting platforms and even 
bank accounts — which may be 
used to manipulate you and keep 
track of your digital activities 
without your consent. 

A stalker’s tools and methods are 
constantly evolving, so stay up to 
date — periodically compare and 
review resources available to 
you.



Can you prevent stalking?
It’s hard when a relationship ends, although it can also be a relief! Whatever 
your case, it’s important to protect yourself in every way — including digitally. 
Check who can access your devices to prevent misuse or accidental exposure 
of your personal information!

Here are some good practices regardless of your relationship status: 

Avoid leaving devices unattended, especially in situations of conflict or 
relationship breakdown.
Establish clear privacy, intimacy and security agreements. If possible, 
avoid sharing access to devices and accounts.
Install only apps from trusted sources and know what actions they 
perform. 
Regularly update the operating system, applications and security software 
of your devices. 
Be careful with public Wi-Fi connections: avoid accessing confidential 
information on unsecured networks.

#StalkerAlert

Did you know that certain applications, when they have access to 
your phone, can create havoc beyond your imagination?
These applications may have been installed by your stalker 
(ex-partner or family or people with access to your devices) or by 
yourself, under the guise of being a different application or help! 
Do you know what these spy programs, also called stalkerware, 
can do on your devices?

• View call history, text messages (even deleted ones) and record 
phone calls.

• Take screenshots and record video from your screen. 
• Activate camera and microphone to capture photos, videos and 

audio of what is going on around you.
• GPS location tracking and location history viewing.
• Read messages in instant messaging and social networking 

applications.
• View browsing history.
• Access photos, videos, documents, calendars and other files.



Be aware that some shared accounts, such as Netflix or a 
gym membership, also include location features.

Take a moment to check if location permissions are enabled 
in any application, and review who has access to it.

Check linked devices on your accounts as a quick security 
measure... Your once-shared Spotify or YouTube account 
may leak sensitive information you don't want in someone 
else's hands.

Hmm.. it’s been a while since your breakup and maybe you’re 
ready to dip your toes into the dating pool again. Maybe you 
want to try out a dating app — but if you’re being stalked, this 
may incite your stalker. It’s important to be aware of 
geolocation and other features in the dating app you choose.

Some dating apps allow you to preemptively block other users 
through their phone numbers. However, location-based apps 
also offer a feature that allows users to share profiles they like 
with their friends. For example, Bumble's “Refer a Friend” 
feature creates a link to the profile that can be shared. A friend 
of a stalker in your area (dating apps show profiles within a 
radius or region) could stumble upon your profile and share 
their information via screenshots or the shareable link. 
Accessing and viewing a profile through such a link does not 
mean the app will alert you to profile interaction. 

Some dating apps allow stalkers to access the almost exact 
location of users: in Bumble and Hinge, the accuracy is 2 
meters radius; in Grinder, 111 meters. Even if the stalker is 
blocked from the app, they can create multiple accounts with 
different cell phone numbers to access profile information.  

Dating apps:
Yes to connection, No to stalkers!

Any break up is complicated, so make space to take care 
of yourself – and your tech! 



Are you being stalked

by your partner or ex-partner?  

A break up is not easy. It often involves complex and painful 
conversations — anger and arguments. If you were in a toxic or 
difficult relationship, you may have witnessed violence too. It’s 
hard to think about your tech at these times. At Take Back The 
Tech! we developed a flowchart that can help you determine if 
someone could have tampered with your phone. 

You can find more tools to help you assess risk at Take Back 
the Tech! 

NOTE: These are just a few recommendations. If you detect any 
malicious behavior, seek help from feminist organisations and 
allies or your local women’s shelter. For digital safety support: 

Feminist Helplines Index: 
https://feministhelplines.org/
InterSecLab.org for support 
in Latin America

Whatever your situation, 
we have your back. 

Contact us: 
help@takebackthetech.net 
@takebackthetech 
on x.com



I have argued with my ex-partner 

and/or have received threats from 

him/her/them 

My phone is getting too hot even 

when it is not hot out

My partner or ex-partner has had 

access to my cell phone 

My cell phone battery runs out

more quickly than before 

I checked the installed applications and 

there is one that I cannot identify

I have received unusual security 

notifications 

I identified unknown devices connected      

to my accounts 

My partner or ex-partner knows things 
about me that I have not mentioned to 

him/her/them and has no way of knowing 

Breathe. Is your phone maxed out? 

Is it an older model? 

yes no

yes no

yes no

yes no

yes no

yes no

yes no

yesno

yes no

He discutido con mi pareja ex pareja

y/o he recibido amenazas de su parte

Mi telefono se calienta demasiado 

incluso cuando no hace calor

He discutido con mi pareja ex pareja

y/o he recibido amenazas de su parte

La batería de mi celular

dura menos que antes

Revisé las aplicaciones instaladas

y hay una que no identifico

Me han llegado notificaciones

de seguridad inusuales

Identifiqué dispositivos desconocidos 

conectados a mis cuentas

Mi pareja o ex pareja sabe cosas sobre 

mí que yo no le he mencionado y no 

tiene forma de saber

Respira, ¿tu teléfono no es un modelo 

reciente o está al límite de su capacidad?

si no

si no

si no

si no

si no

si no

si no

sino

si no



La probabilidad es baja, aún así 

mantente alerta a cualquier cambio

Es posible que tu teléfono esté 

intervenido, no te alarmes,

primero revisa las apps y los permisos

Es muy probable que tu teléfono esté 

intervenido, ponte en contacto con 

organizaciones que te pueden acompañar

Algunas recomendaciones:
-Toma un respiro antes de actuar, y si alguien puede acompañarte, mejor
-Documenta cualquier comportamiento o app extrañas
Investiga las apps que no reconoces
-Pon una contraseña a tu teléfono
-Revisa los permisos que tienen tus apps
-Checa si hay cuentas o dispositivos de alguien más enlazadas a tus apps
Recuerda que tu geolocalización podría estar siendo monitoreada, toma acciones estratégicas 
pensando en ello

The probability is low, still keep 

an eye out for any changes

It is possible that your phone has been 

tampered with. Don't be alarmed, first 

check the apps and permissions. 

It is very likely that your phone has 

been intervened. Contact organisations 

that can help you. 

Some recommendations:
-Take a deep breath before taking action. If someone can accompany you, all the better. 
- Document any strange behavior or apps.
- Investigate apps you don't recognise. 
- Put a password on your phone. 
- Check the permissions your apps have.
- Check for anyone else's accounts or devices linked to your apps.
- Keep in mind your location may be under observation. 
   If you are on the move, consider leaving your phone behind. 



Suspect you're being stalked?

takebackthetech.net/stalking

If you seek help, try to use 
a separate device to reach out.

Source: Take Back the Tech! 
Feminist Learning Circles 
with Marla from InterSecLab 
and Rohini Lakshané

Take action!
Remember that if you are being monitored, your attacker 
may be aware of any changes you make on your devices 
and this could upset them even more. If you suspect your 
device is compromised, document, analyse and seek 
support rather than making changes on your devices. 


